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We cannot expect the enemy
to oblige by planning his wars 
to suit our weapons; we must
plan our weapons to fight
war where, when, and how
the enemy chooses.

—Vice Adm Charles Turner Joy
(1895–1956)



The in stru ments of bat tle are valu able

only if one knows how to use them.

—Ar dant du Picq, Bat tle Stud ies

THERE ARE MANY views of what con-
 stitutes in for ma tion war fare (IW).
The dif fer ences in in ter pre ta tion are
un der stand able given the sub tle (and 

some times not- so- subtle) varia tions in the
defi-n itions of IW. Also, the vari ous terms
used a s sub sti tu tions for IW add to the dif fer -
ing views of the topic. The dif fer ences in
interpre- tation have trans lated into a vir tual
ex plo sion of lit era ture writ ten by authors
with their own defi ni tions of IW.

The lit era ture may be grouped into two
broad cate go ries based on the authors’ the-
 matic ap proach to IW. The first cate gory in-
 volves a con cept that dis cusses IW in terms of
the more tra di tional no tion of the use of “in -
for ma tion war fare” to sup port de ci sion mak -
ing and com bat op era tions. This first theme
does not ad dress the ques tion of whether in -
for ma tion is a weapon and is there- fore in ap -
pro pri ate for this ar ti cle. On the other hand,
the sec ond cate gory is a wholly dif fer ent ap -
proach and one that di rectly pro- vides evi -
dence to sup port or re fute the ques- tion of
whether in for ma tion is a weapon. Authors in
this cate gory re gard “in for ma tion as a
weapon” in war fare.

Dr. George J. Stein, a pro fes sor at the US Air
For ce’s Air War Col lege, also sees a clear sepa-
 ration be tween us ing “in for ma tion in war fare”
and us ing “in for ma tion as a weapon” or what
he terms in for ma tion war fare or in for ma tion at-
 tack.1 He be lieves that there is sig nifi cant
differ- ence be tween the two cate go ries. Spe cifi -
cally, he ex plains in for ma tion in war fare as

all those papers and briefings that begin
“Information has always been central to
warfare . . .” and then go on to explain that “our
new computer system will get information to

the warfighter” so he can “achieve information
dominance on the battlefield” and thus
demonstrate our service’s mastery of IW,
confuse information-in-war with information
warfare. Whether we are digitizing the cockpit
or digitizing the battlefield, this is not IW.2

The US Air Force docu ment Cor ner stones of
In for ma tion War fare makes a simi lar dis tinc -
tion by dis tin guish ing the dif fer ence be tween 
in for ma tion age war fare and in for ma tion war -
fare . It ex plains the former as “us[ing] in for -
ma tion tech nol ogy as a tool to im part our
com bat op era tions with un prece dented
econo mies of time and force,”3 such as cruise
mis siles ex ploit ing in for ma tion age tech nolo -
gies to put a bomb on tar get. In for ma tion
war fare, how ever, “views in for ma tion it self as 
a sepa rate realm, po tent weapon, and lu cra -
tive tar get”4 and fits in the cate gory of us ing
in for ma tion as a weapon.

Us ing this ty pol ogy, it ap pears many of
those who claimed Op era tion De sert Storm
was an in for ma tion war are ac tu ally de scrib -
ing the use of in for ma tion in war fare or in -
for ma tion age war fare.5 For ex am ple, Alan
D. Campen, a former un der sec re tary of de -
fense for pol icy, states that “this war dif -
fered fun da men tally from any pre vi ous
con flict [and] the out come turned as much
on su pe rior man age ment of knowl edge as it
did upon per form ances of peo ple or weap -
ons.”6 Fur ther, us ing this defi ni tion, he and
oth ers ar gue that Op era tion De sert Storm
was not only an in for ma tion war, but the
first one in his tory. This ar gu ment holds lit -
tle credi bil ity be cause it was not the first
time an armed force failed to at tain vic tory
for lack of knowl edge.7

The USAF and Dr. Ste in’s cate go ri za tions of 
the use of “in for ma tion as a weapon” and “in -
for ma tion in war fare” pro vide a logi cal
method to sepa rate the two main themes of
in for ma tion war fare lit era ture. How ever, it is
not the author’s in tent to ar gue the mer its or
faults of their de linea tions. Rather, this ar ti cle 
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uses those writ ings that pro fess the use of in -
for ma tion as a weapon rather than those that
boast the ef fec tive use of in for ma tion in war -
fare in sup port ing com bat op era tions, since
the lat ter is not rele vant to the ques tion of
whether in for ma tion is a weapon.

The Information Weapon
Iden ti fy ing lit era ture that ad vo cates in for -

ma tion as a weapon is fairly ele men tary. The
authors usu ally de clare their be liefs with
such de fini tive state ments as “The elec tron is
the ul ti mate pre ci sion guided weapon”;8 “In -
for ma tion is both the tar get and the
weapon”;9 “The day may well come when
more sol diers carry com put ers than carry
guns”;10 “The US may soon wage war by

mouse, key board and com puter vi rus”;11 “In -
for ma tion may be the most fear some weapon
on the emerg ing techno- battlefield”;12 “The
most po tent new US weapon, how ever, is not
a bomb, but a gan glion of elec tronic ones and
ze roes”;13 and “In In for ma tion War fare, In -
for ma tion Age weap onry will re place bombs
and bul lets.”14 Cer tainly this is not a com pre -
hen sive list of in for ma tion war fare–re lated
writ ings that pro claim in for ma tion as a
weapon, but it does rep re sent a cross sec tion
of ideas that ap pear in pub li ca tions that range 
from of fi cial gov ern ment docu ments to more
popu lar books and maga zines meant to at -
tract the av er age reader.

Af ter one gets past the attention- getting
steps of pithy state ments pro claim ing in for -
ma tion as a weapon and a tar get, one sig nifi -
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During Desert Storm, Lt Gen Frederick Franks, VII Corps commander, sketches his plan to envelop remaining Iraqi
forces.  Instead of just contemplating whether the information weapon will affect an enemy’s will to fight, one should ask
how US military leaders would react if an adversary blinded friendly command and control systems.



cant theme emerges. Spe cifi cally, the “in for -
ma tion weapon” ad vo cates be  lieve
“in for ma tion war fare can en hance power
pro jec tion by di min ish ing an ad ver sary’s will
and ca pac ity to make war.” 15 Link ing the in -
for ma tion weapon to the ene my’s war-
 fighting ca pa bili ties and will to fight is sig -
nifi cant be cause US mili tary think ing has
evolved to ac cept that di min ish ing these two
as pects of an op po nent will lead to vic tory for 
our own forces.16 The US Army field man ual
on in for ma tion war fare ex plains the sig nifi -
cance of this link age by equat ing the in for -
ma tion weapon to the pur pose of fire power
in com bat—“the gen era tion of de struc tive
force against an ene my’s ca pa bili ties and will
to fight.” 17

Simi larly, lit era ture not un der the pur view
of the De part ment of De fense (DOD) also ex -
pounds on the abil ity of the in for ma tion
weapon to af fect the ene my’s abil ity and will
to fight. The most ap par ent dif fer ence be -
tween of fi cial DOD pub li ca tions and popu lar
lit era ture is that the lat ter may not em ploy
the ex act phrase of us ing in for ma tion to af -
fect “the ad ver sary’s will and ca pac ity to
make war.” Nev er the less, this is a firmly es -
tab lished con cept that ap pears fre quently in
writ ings about in for ma tion war fare. For ex -
am ple, Col Rich ard Sza fran ski, USAF, Re tired,
a former Air War Col lege pro fes sor who has
writ ten ex ten sively on vari ous military-
 related top ics, equates sub du ing the ene my’s
will to “neo cor ti cal war fare,” which “strives
to in flu ence, even to the point of regu lat ing
the con scious ness, per cep tions, and will of
the ad ver sary’s lead er ship: the ene my’s neo -
cor ti cal sys tem.”18

Other ad vo cates of the in for ma tion
weapon ei ther do not spe cifi cally ad dress
what con sti tutes a “tar get” or tend to agree in
prin ci ple with the Air Force defi ni tion. While
the lat ter group of ad vo cates agrees that the
tar get is in for ma tion, their de scrip tion of the
“in for ma tion tar get” may be more eso teric.
As a case in point, Stein ex plains that “in for -
ma tion at tack, while ‘platform -based’ in the
physi cal uni verse of mat ter and en ergy, is not
the only counter- platform,” and he be lieves
that doc trinal think ing must move away from 

the “idea that in for ma tion at tack in volves
only the use of com put ers and com mu ni ca -
tions.”19  He in cor po rates John Boyd’s
“observation- orientation- decide- act”
(OODA) loop20 in de fin ing the tar gets of the
in for ma tion weapon. Stein sees in di rect in -
for ma tion war fare at tacks as af fect ing the
“ob ser va tion” level of the OODA loop at
which in for ma tion must be per ceived to be
acted on.2 1 On the other hand, di rect in for ma -
tion war fare cor rupts the “ori en ta tion” level
of the OODA loop to af fect ad ver sary analy sis
that ul ti mately re sults in de ci sion and ac -
tion.22 Thus, to him, the in for ma tion weapon
may or may not be used against a coun ter plat -
form. Ste in’s bot tom line is that “in for ma tion 
is both the tar get and the weapon: the weapon 
ef fect is pre dict able er ror.”23 The weap ons ef -
fect of “pre dict able er ror” re sult ing from the
use of the in for ma tion weapon is an in credi -
ble no tion be cause it as sumes that one can
pre dicta bly in duce er rors an ad ver sary will
make in “ob serv ing” and “ori ent ing” in for -
ma tion that ul ti mately re sults in de ci sion and 
ac tion.

In an other ex am ple, Sza fran ski, in the
most gen eral terms, ap pears to agree that the
in for ma tion weapon af fects the in for ma tion
tar get but wants his read ers to fo cus on the
“en emy mind” as a whole. He states that

the target system of information warfare can
include every element in the epistemology of
an adversary. Epistemology means the entire
“organization, structure methods, and validity
of knowledge.” In layperson’s terms, it means
everything a human organism—an individual or 
a group—holds to be true or real, no matter
whether that which is held as true or real was
acquired as knowledge or as a belief.24

In Sza fran ski’s con struct, the “acme of skill”
is to em ploy the in for ma tion weapon to
“cause the en emy to choose not to fight by ex -
er cis ing re flex ive in flu ence, al most para sym -
pa thetic con trol, over prod ucts of the ad ver -
sary’s neo cor tex.”2 5

Thus, the pro to typi cal ad vo cate of us ing
in for ma tion as weap ons es pouses the aim of
such weap ons as to in flu ence an ad ver sary’s
will and ca pac ity to make war. Fur ther, with
in for ma tion as the weapon, its tar get, in the
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sim plest sense, is also in for ma tion. A more
eso teric defi ni tion of the tar get is the en emy
mind or his cog ni tive and tech ni cal abili ties
to use in for ma tion. Fi nally, the ex plic itly
stated and some times im plic itly as sumed
weap ons ef fect is pre dict able er ror. Spe cifi -
cally, the use of the in for ma tion weapon will
al low one to pre dict how an en emy will err in
judg ment, de ci sions, and ac tions.

Enemy Will and
Capacity to Fight

There is a pau city of evi dence avail able for
analy sis in ad dress ing the in for ma tion
weapon’s ef fect on the “ad ver sary’s will and
ca pac ity to fight.” Most of the lit era ture tends 
to iden tify ei ther “in for ma tion” or the “en -
emy mind’s abil ity to ob serve and ori ent” as
the tar gets of the in for ma tion weapon. Un -
for tu nately, these two con cepts can ei ther en -
com pass every tar get or are so eso teric that it
is dif fi cult to iden tify spe cific tar gets. The re -
main der of this por tion of the analy sis will
first ad dress the “in for ma tion” tar get and
then tackle the tar get of the “en emy mind’s
abil ity to ob serve and ori ent.”

It ap pears that the US Air Force has rec og -
nized the dif fi culty of iden ti fy ing spe cific in -
for ma tion tar gets and has at tempted to ad -
dress the is sue through its Cor ner stones of
In for ma tion War fare pam phlet and draft doc -
trinal docu ments. For ex am ple, the Air Force
has stated, “In for ma tion war fare is any at tack
against an in for ma tion func tion, re gard less
of the means.”26 There fore, “bomb ing a tele -
phone switch ing fa cil ity is in for ma tion war -
fare. So is de stroy ing the switch ing facili ty’s
soft ware.”27 Simi lar types of tar gets may then
in clude ele ments of the en emy in te grated air
de fense sys tem (IADS). In de fin ing the in for -
ma tion tar get, the US Air Force is at tempt ing
to fo cus in for ma tion war fare as “a means, not 
an end, in pre cisely the same man ner that air
war fare is a means, not an end.”2 8 How ever,
an un in tended con se quence may re sult from
this over arch ing tar get defi ni tion: if in for ma -
tion war fare en com passes nearly every tar get, 
then the con cept merely be comes a new la bel

for tra di tional mili tary op era tions (such as
psy cho logi cal op era tions, de cep tion, physi -
cal de struc tion, etc.) that mili tary forces have
con ducted for thou sands of years.

Do the in for ma tion weapon at tacks against 
com mu ni ca tions and con trol fa cili ties, the
ene my’s IADS, and their com put ers di min ish
the ad ver sary’s will and ca pac ity to fight?
Well, yes and no. Cer tainly, “hard kill ing”
ele ments of the en emy in for ma tion func tions 
or “soft kill ing” through in tro duc tion of vi -
ruses and logic bombs into the ene my’s com -
puter sys tems would af fect his ca pac ity to
fight. Hard kills re sult in the physi cal de struc -
tion of in for ma tion sys tems and in ter con nec -
tions, while soft kills ren der com puter screens 
“blank” or cause the sys tems to pres ent faulty
dis plays.

Given that the in for ma tion weapon could
af fect an ene my’s ca pa bil ity to fight, will it
also be able to af fect his will to fight? While
the en emy com puter ter mi nal op era tor may
feel frus tra tions and even de creased mo rale
re sult ing from lead ers’ de mands for un avail -
able in for ma tion, the lat ter’s will to fight may 
or may not be af fected. In other words, how
would “blind ing” en emy lead ers af fect their
will to fight? Would they ac tu ally sur ren der,
or would US blind ing op era tions ac tu ally
back fire and force ad ver sary lead ers to panic
and re sort to the use of weap ons of mass de -
struc tion? For ex am ple, Rus sia adopted a
mili tary doc trine in No vem ber 1993 that in -
di cated a be lief that dur ing an East- West
conflict, an at tack on Rus sia’s early- warning 
sys tem for stra te gic nu clear forces is pos si -
ble.29 In such a situa tion, the Rus sians may as -
sume the worst—the in va sion of Rus sian ter ri -
tory by for eign mili tary forces. With their sen -
sors blinded and com mand and con trol
sys tems de stroyed by in for ma tion weap ons,
Rus sian lead ers may not be able to ob tain in -
for ma tion and may re sort to what ever means
nec es sary to pro tect their home land. In es -
sence, they will be “blind,” but their stra te gic
nu clear weap ons will still be in tact and op er -
able. How can the in for ma tion weapon ad vo -
cate be cer tain that Rus sia will not em ploy the 
nu clear weap ons?
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In stead of just con tem plat ing whether the
in for ma tion weapon will af fect an ene my’s
will to fight, one should ask how US mili tary
lead ers would re act if an ad ver sary blinded
friendly com mand and con trol sys tems.
Would US mili tary lead ers lose the will to
fight if their com put ers went blank? The will
to fight is an elu sive tar get, and it is dif fi cult
to as sess whether the in for ma tion weapon is
ca pa ble of af fect ing it. Cer tainly, other fac -
tors such as po liti cal ob jec tives and the ques -
tion of whether the en emy is fight ing for his
own sur vival or for more lim ited goals would
surely fig ure into the will- to- fight equa tion.

De spite the value of “will,” some in for ma -
tion weapon ad vo cates, draw ing from Col
John War den’s view of the en emy as a sys tem, 
ar gue that the re la tion ship of will (mo rale)
and the ca pac ity to fight (physi cal) can be ex -
pressed in the fol low ing equa tion:30

  (Physi cal) x (Mo rale) = Out come

Spe cifi cally, they be lieve that a weapon
need not af fect both will and ca pac ity to fight
to put the en emy in such a con di tion that he

can no longer carry on the fight. In fact, Colo -
nel War den states that the physi cal part of the
equa tion is eas ier to tar get than mo rale, so US
forces should fo cus on the physi cal. He as -
serts, “If the physi cal side of the equa tion can
be driven close to zero, the best mo rale in the
world is not go ing to pro duce a high number
on the out come side of the equa tion.”31

Clause witz cau tioned against this type of re -
duc tion ism and wrote, “If the the ory of war
did no more than re mind us of these ele -
ments, dem on strat ing the need to reckon
with and give full value to moral quali ties, it
would ex pand its ho ri zon, and sim ply by es -
tab lish ing this point of view would con demn
in ad vance any one who sought to base an
analy sis on ma te rial fac tors alone.”32

In deed, nu mer ous his tori cal cases sup port
Clause witz’s warn ing of not un der es ti mat ing
the im por tance of mo rale or the will to fight.
One of the most dis tinct ex am ples for the
United States re mains the Viet nam War dur -
ing the 1960s and early 1970s. De spite the US
mili tary’s ef forts in de stroy ing the Viet nam -
ese com mu nists’ ma te rial re sources and sig -
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nifi cantly re duc ing the move ment of their
lines of com mu ni ca tion along the Ho Chi
Minh Trail, the com mu nists re tained their
will to fight.33 In the end, it was their tre men -
dous will to fight and, ar gua bly, the US lack of 
will to fight that al lowed North Viet nam to
de feat the United States and the Sai gon re -
gime.34

Nev er the less, ad vo cates of the in for ma -
tion weapon’s ef fec tive ness use the “in for -
ma tion war fare” ac tions in Op era tion De -
sert Storm to show that de struc tion of the
ca pac ity to fight (physi cal) af fected the will
to fight (mo rale):

Coalition forces spent the early days of Desert
Storm gouging out the eyes of Iraq, knocking
out telephone exchanges, microwave relay
towers, fiber optic nodes and bridges carrying
coaxial communications cables. By striking
Hussein’s military command centers, the
coalition severed communications between
Iraqi military leaders and their troops. With
their picture of the battlefield—their battlefield
awareness—shrouded in a fog, the Iraqis were
paralyzed.35

No ticea bly lack ing from this il lus tra tion is
the ex pla na tion that af ter the sup posed “pa -
raly sis” of the Iraqis, de ployed coa li tion mili -
tary forces fought an air and ground war in
Iraq. The com bi na tion of coa li tion air forces
that bombed Iraqi tar gets from 17 Janu ary to
2 March 1991 cou pled with the coa li tion
ground at tack that be gan on 24 Feb ru ary
19913 6 ul ti mately led to Iraq’s agree ment to
ac cept all terms of the United Na tions cease-
 fire reso lu tion.37 In other words, the ef forts to 
blind and para lyze the Iraqis, while im pres -
sive and im por tant, did not by them selves di -
min ish their ca pa bil ity or will to fight.
Rather, the blind ing ef forts made the Iraqis
more vul ner able to con ven tional coa li tion
mili tary at tacks and op era tions.

The Op era tion De sert Storm il lus tra tion,
be sides be ing a re duc tion ist ar gu ment that
dis torted the na ture and causes of US and coa -
li tion mili tary suc cesses against the Iraqi
forces, also ig nored other re ali ties. First, sev -
eral De sert Storm ana lysts sus pected that af -
ter coa li tion forces de stroyed Sad dam
Hussein’s more ad vanced tele com mu ni ca -

tions sys tems (sat el lite, mi cro wave, and ca ble
sys tems), he con tin ued to re lay launch or ders
to his Scud mis sile bat ter ies via cou rier.38 Sec -
ond, the of ten sim plis tic method de picted re -
gard ing the ease with which the United States
took down the Iraqi com mand net work may
have been over stated.3 9 Spe cifi cally, while
coa li tion air power greatly re duced the ca pac -
ity of the com mu ni ca tion links be tween
Bagh dad and its field army in the Ku waiti
thea ter of op era tions, suf fi cient con nec tivity
re mained for Bagh dad to or der a with drawal
from Ku wait that in cluded some re de ploy -
ments to screen the re treat. There fore, the
am bi tious hope that bomb ing the lead er ship
and com mand, con trol, and com mu ni ca tions 
tar gets would lead to the over throw of the
Iraqi re gime and com pletely sever com mu ni -
ca tions be tween the Bagh dad lead er ship and
their mili tary forces “clearly fell short.”40

Third, the Iraqi forces, the Re pub li can Guards 
not with stand ing, were poorly trained and
mo ti vated, and lacked high mo rale prior to
any coa li tion in for ma tion at tack. Thus, it was
not the ef fect of the in for ma tion weapon
alone that weak ened the ene my’s will to fight.

There are other ex am ples of mili tary forces
that con tin ued to fight af ter be ing iso lated
from higher head quar ters when their com -
mu ni ca tions be came in op er able. Dur ing the
Nor mandy cam paign in 1944, Ger man forces
of ten fought un der emis sions con trol or ra dio 
si lence. Yet, their ef fec tive train ing, sound
tac ti cal lead er ship and doc trine, and ad her -
ence to Auf trag stak tik, or mission- type or ders,
en abled them, for al most two months, to
fight the nu meri cally su pe rior Al lies to a stale -
mate be fore at tri tion fi nally wore down their
ef fec tive ness.41

Per haps those who ad vo cate us ing the in -
for ma tion weapon against the sec ond type of
in for ma tion tar get, the “en emy mind’s abil ity 
to ob serve and ori ent,” place more im por -
tance on the mo rale fac tor than the physi cal.
Cham pi ons of at tack ing this type of in for ma -
tion tar get have coined this form of in for ma -
tion war fare as “per cep tion man age ment,”42

“ori en ta tion man age ment,”43 or “neo cor ti cal
war fare.”44 While these terms may im ply some
“new” types of war fare, in ac tu al ity they are
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merely amor phous terms for what had been
tra di tion ally called psy cho logi cal op era tions, 
propa ganda, and mili tary de cep tion. For the
pur pose of dis cus sion, this ar ti cle ad dresses
this form of in for ma tion weapon as per cep -
tion man age ment.

The same ques tion posed about in for ma -
tion as a tar get also ap plies to the sec ond in -
for ma tion tar get, the en emy mind. The key
ques tion is whether in for ma tion war fare will
nec es sar ily re duce the men tal abil ity and will
to re sist. While it is true that per cep tion man -
age ment can de ceive, sur prise, add to the ene -
my’s fog and fric tion, and even af fect the mo -
rale or the will to fight, it will not likely
pro duce a “pre dict able er ror” as Dr. Stein as -
sumes.45 The con cept of pro duc ing a “pre dict -
able er ror” im plies that one can pre dicta bly
in duce ad van ta geous er rors in an ad ver sary’s
ac tions and de ci sion mak ing. In es sence, it as -
sumes that hu man be hav ior and re ac tions are 
to tally pre dict able and may be pre cisely ma -
nipu lated. This con cept ig nores Clause witz’s
phi loso phy of the un pre dict abil ity of hu -
mans and war fare as il lus trated through the
fol low ing syl lo gism:

  

If A ≠ B (If hu mans do not be have ac cord-
     ing to laws)
And C = A (And war fare is a hu man event)
There fore, C ≠ B (There fore, war fare will
            not fol low laws)

Not only does the con cept of “pre dict able
er ror” ig nore Clause witz’s the ory re gard ing
hu man na ture and war fare, it also seems to
chal lenge com mon sense. For ex am ple, is it
really pos si ble to pre dict the ac tions, in tent,
and decision- making ra tion ale of such dis pa -
rate minds as those of Adolf Hit ler, Jo seph
Sta lin, Ho Chi Minh, Aya tol lah Ruhol lah
Khomeini, Mu‘am mar Gad hafi, Sad dam
Hussein, Mo ham med Aidid, and Kim Jong Il?
Hit ler thought he could achieve a pre dict able
out come when he drew up the Op era tion Bar -
ba rossa plan and “be lieved noth ing less than
the So viet Un ion could be de feated in four
months.”46 Yet, in April 1945, So viet tanks en -
tered Ber lin, al most four years af ter Ger man
forces in vaded the So viet Un ion in May 1941. 

A “pre dict able er ror” may be ex tremely dif fi -
cult to pre dict, much less to in duce.

In the same vein, per cep tion man age ment
will likely have mini mal im pact on the ene -
my’s ca pac ity to fight, un less, of course, the
“in for ma tion at tack” de ceives the en emy re -
gard ing the dis po si tion and lo ca tion of
friendly forces. As an il lus tra tion, the World
War II Al lied de cep tion plan, Op era tion For ti -
tude, con trib uted to Adolf Hit ler’s pre con cep -
tions of the lo ca tion of the im pend ing in va -
sion of France. Con se quently, in vad ing Al lied 
forces at Nor mandy did not face the bulk of
the Ger man troops in France and Bel gium
guard ing the Pas de Cal ais and the Bel gian
and Dutch coast line.47

Some what more trou ble some is the view of 
many of these ad vo cates who be lieve it is pos -
si ble to use the per cep tion man age ment
weapon to tar get the en emy mind with “the
aim of sub du ing hos tile will with out fight -
ing.”48 They balk at the view that this type of
at tack should sup ple ment and en hance more
con ven tional forms of war fare. Again, the lit -
era ture is sparse in terms of spe cif ics on how
per cep tion man age ment will “sub due hos tile
will.” But it does not lack in prom ises to stop a 
war be fore it starts. One ex am ple of how this
type of at tack might tar get hos tile will was
posed by Tho mas Czer win ski, a pro fes sor in
the School of In for ma tion War fare and Strat -
egy at the Na tional De fense Uni ver sity.
“What would hap pen if you took Sad dam
Hussein’s im age, al tered it, and pro jected it
back to Iraq show ing him voic ing doubts
about his own Baath Party?” While it is not
pos si ble to state with ab so lute cer tainty the
re ac tions of the Baath Party, Sad dam Hussein, 
or the world com mu nity, it is un likely that
such per cep tion man age ment at tacks will
com pletely sub due hos tile en emy will. Those
who pre dict it is pos si ble to sub due en emy
will with per cep tion man age ment seem to as -
sume, as in this ex am ple, that en emy lead ers
will have no in ter ac tions with their fol low ers.

Ci vil ian and mili tary lead ers have used
per cep tion man age ment, or propa ganda,
through out the his tory of war fare. The dif -
fer ence to day is brought about by the
advent of the mi cro proc es sor, which al -
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lows another me dium, cy ber space, for
friendly forces to propa gate the per cep tion
man age ment mes sage to the en emy. Un for -
tu nately, propa ganda has had, at best, lim -
ited util ity. To ele vate its stat ure above that
of a sup ple men tal role in war is un re al is tic.

It is in con ceiv able to ex pect per cep tion
man age ment alone to sub due a hos ti le’s
will to fight, es pe cially when his tory has
shown oth er wise. The idea that per cep tion
man age ment will en shroud the en emy in
“fog” and “fric tion” and sub se quently sub -
due his mo rale as sumes the en emy will re -
act ex actly as the propa ganda plan ex pects.
This as sump tion dis counts his tori cal cases.
For ex am ple, dur ing World War II, the US
mili tary, hav ing nearly de stroyed Ja pan’s
ca pac ity to fight, tar geted the will of the

peo ple through leaf let drops and
fire bomb ings of cit ies with popu la tions over
one hun dred thou sand, along with the re lease 
of two atomic weap ons on Hi roshima and
Na gasaki. De spite the hor rific death and de -
struc tion, Japa nese mili tary com mand ers re -
fused to sur ren der, and the Japa nese peo ple
were in de spair af ter hear ing of their em per -
or’s de cree to sur ren der.4 9 How re al is tic,
then, is the in for ma tion weapon ad vo cates’
vi sion that ene mies will sur ren der through
in for ma tion at tacks tar geted at the en emy
mind or “neo cor ti cal” sys tem? Will the en -
emy stop fight ing be cause the United States, 
through per cep tion man age ment at tacks,
tells him to stop? Un for tu nately, the en emy
may not al ways be so co op era tive.
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The Information Weapon:
Use with Caution

In ana lyz ing whether in for ma tion is a
weapon, this ar ti cle tested the abil ity of in for -
ma tion it self to tar get “in for ma tion” and the
“en emy mind’s abil ity to ob serve and ori ent”
for the pur pose of de stroy ing the ene my’s
will and ca pac ity to fight. The re sults in di -
cated that while in for ma tion may be con sid -
ered a weapon, it is one that must be used
with cau tion. The more en thu si as tic pro po -
nents of the in for ma tion weapon tend to
over es ti mate its abil ity to di min ish en emy ca -
pac ity and will to fight.

In for ma tion is not a tech no logi cal “sil ver
bul let,” able to sub due the en emy with out
bat tle. Un like other, more con ven tional,
weap ons, the ef fects of the in for ma tion
weapon are not nec es sar ily pre dict able be -
cause it of ten tar gets the hu man mind and
emo tions. Thus, in em ploy ing the in for ma -
tion weapon, one must not rely solely on its
use for suc cess. Rather, the strate gist must
pru dently use the in for ma tion weapon to
sup ple ment more tra di tional weap ons of war
or as a pre cur sor to con ven tional at tacks and
op era tions.

While this ar ti cle has an swered the ques -
tion it set out to in ves ti gate, other fac tors
have emerged in the course of this analy sis.
The ex treme claims for in for ma tion war fare,
even when em ploy ing the in for ma tion
weapon as en vi sioned by its ad vo cates, are
par ticu larly un con vinc ing and even ir re spon -
si ble. The most zeal ous ad vo cates of in for ma -
tion war fare de scribe in for ma tion as a low-
 cost weapon with a high pay off, a method to
elimi nate the fog and fric tion of war for
friendly forces yet en shroud the en emy in the 
same, and a tool to al low at tain ment of quick
and blood less vic to ries.

Re gard ing the first char ac ter is tic, a low-
 cost weapon with a high pay off, the cost will
de pend on the spe cific in for ma tion weapon
it self. Cer tainly, in tro duc ing a vi rus or logic
bomb into a com puter sys tem may be a rela -
tively low- cost op tion, whereas physi cal de -
struc tion of the en emy IADS will likely ac crue 

sig nifi cant costs. The claim of a high pay off is
also de bat able. As pre vi ously dis cussed, “pre -
dict able er rors” may be ex tremely dif fi cult to
pre dict and in duce as the in for ma tion
weapon of ten tar gets hu man re ac tions and
emo tions.

In an ideal world, fog and fric tion would be 
elimi nated for friendly forces and yet maxi -
mized against the en emy. How ever, the ex act
in for ma tion weap ons in tended to in crease
the ene my’s “fog of un cer tainty” may lead to
to tally un in tended con se quences that are in -
con sis tent with the origi nal in tent of the
weapon. Worse, the nth- order ef fect may ac -
tu ally prove coun ter pro duc tive to the origi -
nal in tent and ob jec tive. In a com plex, hi er ar -
chi cal com mand and con trol sys tem,
de struc tion of se lected com mu ni ca tions con -
nec tivity may ac tu ally re sult in a more
stream lined and ef fi cient com mand and con -
trol sys tem. At least three un in tended con se -
quences may re sult. First, the en emy leader,
with out the in ter me di ate com mand and con -
trol steps, is now able to send his or ders di -
rectly to the lower eche lons. For ex am ple,
dur ing Op era tion De sert Storm, af ter coa li -
tion forces de stroyed Sad dam Hussein’s more
ad vanced tele com mu ni ca tions ca pa bili ties,
he con tin ued to re lay launch or ders to his
Scud mis sile bat ter ies via cou rier.50 Sec ond, if
com mu ni ca tions con nec tivity is sev ered,
lower eche lons will likely op er ate in autono -
mous modes. While they may lack the com -
plete situa tional bat tle field pic ture that up per 
eche lons would nor mally pro vide, the lower
eche lons bene fit by not hav ing to wait for
launch or ders to flow from the top. Third, de -
stroy ing or de grad ing en emy com mand and
con trol sys tems may deny friendly forces the
abil ity to col lect vi tal en emy com mu ni ca -
tions and sig nals. Thus, em ploy ment of the
in for ma tion weapon may ac tu ally sim plify
en emy op era tions and in crease friendly fog
and fric tion, since friendly col lec tion as sets
will not be able to col lect against emit ting en -
emy elec tronic sys tems.

Per haps the most dis turb ing claim is that
of the in for ma tion weapon’s ca pa bil ity to at -
tain quick and blood less vic to ries and its ex -
treme view of pre vent ing a war be fore it starts. 
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While the in for ma tion weapon may be able
to pre vent blood shed in a lim ited number of
sce nar ios, ex pect ing it to end a war be fore the
first shot is fired is pure specu la tion. A more
re al is tic con se quence re sult ing from the em -
ploy ment of the in for ma tion weapon would
be a de graded en emy that lacks com plete bat -
tle field situa tional aware ness be cause lead ers
are blinded and can not com mu ni cate with
troops in the field. There is a lack of his tori cal
evi dence that sup ports the con cept that a
blinded en emy would sim ply sur ren der with -
out fight ing. On the con trary, his tory shows
mili tary forces, iso lated from higher head -
quar ters, do con tinue to fight. As pre vi ously
men tioned, the Ger man mili tary, dur ing
World War II, em pha sized Auf trag stak tik,
which re lied on gen eral guid ance from above
com bined with lower eche lon ini tia tive.51

This phi loso phy re sulted in Ger man forces
fight ing un der ra dio si lence, with out up per
eche lon guid ance, as dur ing the Al lied Nor -
mandy cam paign.

Maj Gen Mi chael V. Hay den, com mander
of the Air In tel li gence Agency, summed it
best when he called the “no tion of a blood less 
war played out on com put ers as fan ci ful” and
said that he does not fore see the United States 
moth ball ing its stock pile of con ven tional
and nu clear weap ons in the near fu ture. Fur -
ther, he stated, “Can I imag ine a time in
which we won’t have de struc tive war? No.
But I think it’s easy to imag ine a time when
we can use in for ma tion as an al ter na tive to
tra di tional war fare.” Gen eral Hay den re layed
the fol low ing in ci dent to de scribe the use of
the in for ma tion weapon to help cre ate the
zone of sepa ra tion be tween war ring fac tions
in Bos nia:

Some of the factions didn’t comply completely. 
But the Implementation Force goaded, forced,
cajoled and pressured them to do it. One of the
things they did was take clear evidence [and]
information that they had not complied with
the treaty. The IFOR commander turned to the
Serb, the Croat and the Muslim and said, “Move 
those tanks.” Their response was “What tanks?” 
The commander says, “These tanks,” pointing
to the concrete evidence. “Oh, those tanks,”
they said. And then the tanks were moved. In

Bosnia, I think it’s fair to say, information is the
weapon of first resort. To back that up is the
potential for heat, blast and fragmentation. But
in this case, information was used as an
alternative. We achieved an objective without
going immediately to some sort of destructive
approach.5 2

It is clear that while in for ma tion may be
used as a weapon, strate gists must use it with
cau tion and com mon sense. It is not a silver-
 bullet weapon. Rather, the strate gist should
plan the use of the in for ma tion weapon in
con junc tion with more tra di tional weap ons
and em ploy it as a pre cur sor weapon to blind
the en emy prior to con ven tional at tacks and
op era tions.

The US mili tary ar se nal in cludes a va ri ety
of weap ons, and the strate gist must en sure
their most ef fec tive use in fu ture wars. The
strat egy of the fu ture will likely in clude the
use of the in for ma tion weapon in con junc -
tion with more con ven tional weap ons. In de -
vel op ing the plan, the strate gist must re al ize
that the use of the in for ma tion weapon will
de mand pru dence and carry im pli ca tions that 
may im pact the em ploy ment of the weapon.
The last sec tion warns of the ad di tional cau -
tions that a strate gist plan ning to em ploy the
in for ma tion weapon must con sider.

Implications
One char ac ter is tic of the US mili tary and

its way of war is its fas ci na tion with tech nol -
ogy and the as so ci ated search for the high-
 tech sil ver bul let that will al low quick vic to -
ries with mini mal col lat eral dam age.53 Hence, 
it is not sur pris ing that ex trem ists have em -
braced in for ma tion war fare as the magic
weapon that would al low the US mili tary to
win blood less vic to ries and end wars be fore
the first bul let is ever fired. The use of the in -
for ma tion weapon de mands cau tion, and its
em ploy ment car ries with it im pli ca tions that
the strate gists must con sider.

First, per haps one rea son for the vast in ter -
est in the ap pli ca tion of in for ma tion war fare
is that the United States may be the most vul -
ner able to its ef fects. As Lt Gen Ken neth A.
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Mini han, di rec tor of the Na tional Se cu rity
Agency, ex plained, “In for ma tion is both the
great est ad van tage and, given Ameri can de -
pend ency on in for ma tion, the great est weak -
ness of the US.”5 4 Con sider the fol low ing as -
ser tion: “Un der IW, the en emy sol dier no
longer con sti tutes a ma jor tar get. IW will fo -
cus on pre vent ing the en emy sol dier from
talk ing to his com mander. With out co or di -
nated ac tion, an en emy force be comes an un -
wieldy mob, and a bat tle de volves to a
crowd- control is sue.” 55 Is this ac tu ally an
analy sis of the vul ner abil ity of our own US
mili tary to in for ma tion war fare? Given the
US sys tem of as sign ing spe cific tar gets to in di -
vid ual air craft via the air task ing or der (ATO),
the de scrip tions of en emy vul ner abil ity to
the in for ma tion weapon may ac tu ally be a re -
flec tion on the Ameri can air cam paign pro -
cess. Could an in for ma tion weapon bring the
air op era tions cen ter (AOC) to a stand still if it
de stroyed com put ers within the AOC, leav ing 
it with no ca pa bil ity to de velop and trans mit
the ATO to fly ing wings?

A sec ond im pli ca tion con cerns the im por -
tance of main tain ing US com bat readi ness
with con ven tional mili tary forces. Eliot Co -
hen, noted author and pro fes sor at Johns
Hop kins Uni ver sity, warned, “Trans for ma -
tion in one area of mili tary af fairs does not,
how ever, mean the ir rele vance of all oth ers.
Just as nu clear weap ons did not ren der con -
ven tional power ob so lete, this revo lu tion
will not ren der guer rilla tac tics, ter ror ism, or
WMD [weap ons of mass de struc tion] ob so -
lete.”5 6 The US mili tary must, there fore, re -
main ca pa ble of fight ing less tech no logi cally
ad vanced ene mies as well as peer com peti -
tors. His tory is full of ex am ples of less tech ni -
cally de vel oped mili tar ies over com ing and
de feat ing more “ca pa ble” foes. The most
vivid ex am ple for the United States re mains
the Viet cong, who were able to de feat tech -
nol ogy with ru di men tary tac tics and a will -
ing ness to sac ri fice their sol diers. In fac ing a
Vietcong- type ad ver sary, can the United
States re al is ti cally ex pect to de feat an en emy
with out re sort to heavy de struc tion, or at
least hav ing in place the po ten tial to do such
de struc tion?5 7

A third im pli ca tion that ci vil ian and mili -
tary lead ers must se ri ously con sider is the
le gal ity of in for ma tion war fare. This
question is es pe cially im por tant when one
con sid ers “pre emp tive” in for ma tion at -
tacks. One en vi sioned char ac ter is tic of in -
for ma tion war fare re gards the use of the in -
for ma tion weapon to end a war be fore the
first shot is fired. How will the in ter na tional
com mu nity re act to  this type of pre emp tive
at tack by the United States, a su per power,
es pe cially if it is against a third world rogue
power? Is the United States will ing to risk an 
in for ma tion at tack that would blind a peer
com peti tor and risk es ca lat ing the con flict
with the use of weap ons of mass de struc -
tion? Is an in for ma tion at tack an act of war?
Fur ther, the use of per cep tion man age ment, 
es pe cially one that al ters an en emy lead er’s
im age to tell his peo ple to sur ren der, is com -
pa ra ble to fak ing sur ren der with the use of
the tra di tional white flag. This and other ac -
tions may vio late the “prin ci ple of chiv alry
which ad dresses the use of trick ery,” both
per mis si ble ruses and im per mis si ble per -
fidy and treach ery.”58

Ob vi ously, the po ten tial con se quences of
the em ploy ment of the in for ma tion weapon
are new and evolv ing, and the im pli ca tions of
in for ma tion war fare raise many is sues that
have no clear le gal prece dent.5 9

Conclusion
The in for ma tion weapon may be an ef fec -

tive tool to sup ple ment the mili tary’s ar se nal
of more tra di tional weap ons. Fur ther, its use
as a pre cur sor may en hance con ven tional at -
tacks and op era tions against a blinded and de -
graded en emy, thus de creas ing ef fec tive en -
emy de fense and coun ter at tacks. How ever,
the United States should not con sider the in -
for ma tion weapon a “sil ver bul let” that will
com pletely sub due an ad ver sary’s will and ca -
pac ity to fight. Fur ther, strate gists must re -
frain from un criti cally as sum ing the in for ma -
tion weapon is ca pa ble of ter mi nat ing wars
be fore the first bul let is even fired.
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The US ci vil ian and mili tary lead ers should 
strive to un der stand why in for ma tion war fare 
ap pears so at trac tive, in or der that re al is tic
and use ful doc trinal guid ance may be de vel -
oped for its em ploy ment and in cor po ra tion
into the over all war- fighting strat egy. The

con se quences of not ac com plish ing this self-
 examination could re sult in the mili tary
prom is ing too much, too fast.  
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